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1 Apstra Device Replacement

Bill Wester - 10/05/2023

An essential operation in a working data center network would be the need to replace a device that has either
failed or just needs to be re-allocated/reused for other purposes. This document describes the steps needed
to accomplish this task via the Apstra Ul and the Apstra Terraform Provider.

Note that we did not have physical hardware to perform this operation in our test environment.

1.1 High Level Steps Required

Conceptually replacing a device for any reason in Apstra is a straight forward set of tasks. Devices are
abstracted from their role in the fabric by the use of Logical Devices and Interface Maps and are assigned to
a blueprint. In this use case we are expecting the replacement device to be exactly the same physically (ie.
make, model and port configuration) as the replaced device.

1.1.1 GUI Method Deletion of leaf2 with Still Connected Device

1. Navigate via the Apstra Ul to Blueprints -> blueprint_ID -> staged -> Physical -> Build -> Devices and use
the edit pencil to “Change system ID Assignments”

Ty @&  Bluzprints + 2z-bwester-evpn.sonic-ws. 2485377892354-647 772504 - evpn-sonic-vs-virtual » Staged » Physical + Build + Devices L i "
€D Dashboard |ﬁ Analytics @ Staged ﬁn Uncommitted ﬁﬂﬂ Active 3 Time Voyager
=2 (& 2 [ & ] (o] (&
E Physical b Wirtual & Policies W 0o [ Catalag = Tasks £, Connectivity Templates @ Fabric Settings
¥ Nodes: Al ¥ Links: Al Selection il
&0 D & ]

Topology  Mades  Links  Interfaces  Rades  Pods Layer  System s Assignments % = ar

[= 3 - ] W pssigned T Mot dssigned

Agsigned System |Ds

Sencted Rack: Selected biarle Tapalegr Label 111 o 11

Espand Nodes? Shayen Links?

Made Sysem ID

Ishall rir_leafl _leaf2 spinel S2HCO0CI0T
sined SIRANCAFTHRA
R [— loat2 S25000AD52ED
skl
rackl-serverl switehd-serverl rack
switchl-serverl
switch-sarverl

2. We will choose to work with the leaf2 device. Delete the leaf2 assignment by selecting the trashcan
icon.

3. Now choose the ‘Update Assignment’ selection.
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Assign Systems
¥ Query: All

Name = Role 2

spinel Sping

spine Spine

leafl Leat

leaf Leaf

leatfd Leaf
Generic

labell System
Generic

rackl-serverl System

Hostname =

spinel

spine2

leaf1

leaf3

hostnamel

rack1-serverl

System ID &

525400BBC20C {10.28.24.11) - spinel

5254004F79BA (10,28 24.12) - spine?

525400700620 (10.28.24.13) - leafl

525400AD5263 (10028.24.14) - leaf2

525400EYE23A (10.28.24.15) - leaf3

Here we can see the leaf2 is no longer assigned:

1-110f11

Update Assignments
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Selection Build

(o c SR AN o
B E 8 o

p Assigned System IDs

1-11 of 11
=

Node System ID

spinel 525400BBC20C

spine2 525400AF79BA

leaf1 52540070D690

leaf3 525400E9E23A

labell

rack1-serverl
rtr_leafl leaf2
switchl-serverl

switch2-serverl

diaaad

sv._.yitchg-ser_g_erl

4. Commit the change to the system, navigate to Blueprint-> blueprintID -> Uncommitted -> and click the
“Commit” rocket icon:
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7 @ ¢ Blucprints ¢ zr-bwestor-ovpn.sonic-vs, 248537789 2354- 667772504 - evpn-sonic-vs-virtual ¢ Uncommitted » Logical Diff ) Revert F Commit "
€D Dashbeard |+ Anabyties [&) Staged &, Uncommitted (el Active D Time Voyager
L& n [ & ]

(41 Logical Diff (%) Full Notes Diff %% Build Errors () Warnings @ Commit Check
¥ Quasry: All 1-10f1

PageSize: 25 -

Type = Aetion = MName +

Syslesi Mode lexf2

You should then add a comment and complete the commit:

Commit changes from Staged to Active?

This action will automatically create a new blueprint revision. This blueprint has 5 out of 5 automatically saved revisions. If the blueprint reaches the
o maximum amount of revisions to store, this commit will automatically replace the oldest saved revision with this new one.

If you wish to increase the limit for automatically saved revisions, go to Time Voyager settings. You can also permanently save older revisions using the

corresponding save button under Time

Revision Description (optional)

remove leat2 from bluepring

5. Once the commit is complete, navigate to Devices -> Managed Devices and you should now see that
leaf2 is unassigned from the blueprint:

iz @ » Devices » Managed Devices

@ Create Onbox Agent(s) © Create Offbox Agent(s)

1-5af 5
Calumns (1517 - Page Size: 25

ilter selected by 0 all  selected only  unssbected only

Bevica Infoewmation At Infeematizn

Management Heess t Prafie Laest bos Type
b o ey & Dvien brofin & IR ea e T e & PEIEPEE itk | Johdtabe & | Actions
S g s

SOMIC 405 I5-

07ARMI1 SZMGONCION VIONG_OUTZMRFLUS sl i [ orwcy IEUTSTERNEERETYET SR (TR success |
S o
Mean:-

I0TRIATE  SPMCOREZEA VS SONE_RUFZNIE LS | lestd oAy iy [ anmox VISRV PR PR - T succes: |

"""""" Esterprise_Base BCTIVE

SOMIC 405 005

10783414 S2COODSISI VS SONKC OUZZMKFIUS ke \ . i m UNASSIGNED  A05.420.06232  INSTALL
S————
SONC AR -8

10252417 SIMCOAFMEA S SONIC BUTZNIK FLUS  spine2 [ orecx TS NEEPEIYS SRS AT success [
Evwerprise_Base HCTIVE -
oML A0S 5

10252413 S2MCOP00ES0 Y3 SOMKC_BUZZNIKFLUS | leafl ¥ -] m UNASHGMID  AO5.420.06232  ANSTALL £

Eamriss e ACTIOL

6. Now we can uninstall the agent from the device. Navigate to Devices -> Managed devices and you
should be able to select the correct device (10.28.24.14 in this example) Check the box next to the
device and then click the uninstall icon:
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1 @ » Devices » Managed Devices

* Cuery: All

Q& Create Onbox Agent(s) Q@ Create Offbox Agentis) Advanced Settings

150§

Device ® 4 & W o W Amn v = = & B Calurns (15/17) = Page Sie: 25 -
Fiter selected by @ all  selectedonly  unselected
Dl Irdsrmation. et Infarmation
Manapame Heatnsme Commm Adkowheciged? Ay Prufle Last Jub Ty
™ Deviceker # DevioePron § e o5 e State & Bleprre ¢ Tyee = — Agstra Versian * HEEEE e s Actons
Lokt 1B W . N . ‘ ‘
sCaan b
10233401 S2E400EBCHIC  WE SOCGC BUZINIK PLUS  spined v UNASSICHED  ADE 420 08232 INSTALL i
Evnerpete Bme  ACTVE T ® o E=3
DS S S o0k
SONC 405 13 . BHEEETIEORIL
bar L ] m UNSSSIGNED  AD.620.08332  INSTALL m !
Voterenn R BETIVE [EETTE T T———
wirtuy
sowcaas  oos -
RN SMAOACATES  VE SONL HLEZNIK PLUS UNASSISHED | AO5 430 025 INSTALL
o : s - TSy o e (D : uces I
T owEstEr s SOk
SOMC 405 15 i EEETTERRI
SICID0AFTIES L (] m UNASIIGNED  ADG 42008232 INSTALL m H
Eotonene e AGTIVE ST e
i
S0MC405 15 m i
REECSEREY AP I u bmatl UMASSEANELD  AXS A2 DR DHT INSTALL H
: Cupsese sz ¥ @ E=3 [ sucesss N
Uninstall selected elements x
+ Queng All 1-def1
Paga Slm: 75 -
Duvice Address 5 Tyze 3 Agent Prefiie = Matfoem % Platlenm Versdon Slate * Jab Slate = Coasiroztion Slale & Sysem (D = Huitnane # Do Stz 3 Ation Slals
W21 EE]  vussiown 0MC SONE-OF-40.5 Entemise Base = SZICMADEIBE  senic Mgacari Hia

Uninctall selectad alomants

7. Once this task completes you should observe the state for leaf2 is oos-nocomms and a red x in the

‘comms’ column:

77 @& » Devices » Managed Devices

¥ Cuery Al

Device & F F @ F W Agent ¥ & & & OO0

Filter selected by ) all selected anly unselected anly

Device Informatan

Irterzrine Moar

---------- Enter zeise: Base

[P— fr——
T Devieedey s Deoeke Prefle 5 o5 State &
Jmicne ¢ +
SONI40E
10232401 SESADOBDCI0C S SOMC BUZTMIKFLUT | phnel I5AETIVE
————— ——
SCHIC 405
10232415 SEMGOEFEZIA S 5OMC BUZZNIKFLUS featd I5AETIVE,

B womaa | szsvenms sMkdas | oce
- R | AR e Entirive B HCCOMHS
SO 4D
SASAMLAF P S S LMK BILS e e

& Create Onbox Agent(s) © Create Offbox Agent(s)

Blaezdint Type &

-bemer-saprsonic
5 J4E3ITTRIEIC m
ASITTINM e

sanceniiual

Agent Profils

UNASSIEHED

UNASSKENED

UNASSIGHED

LIMRSSKMEL

Caolumrs [15/17) =

Agent infanmation

Aczsira Virsion &

A0 42008232

~5.620_ 08232

A0 42008332

A 220 R

1-50i5
Page Size: 25
Liit Jobt Type 3 Jub State %

INSTALL

INSTALL

UHINSTALL

INSTALL

SUCCESS

dtions

8. Delete the device completely from Apstra by selecting the device and clicking the trashcan icon:
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¥r @ » Devices » Managed Devices

y

¥ Agert

v Query: Al

Dewice 8 F 4 §F =

Filler sebected by O all

Manapement Ky & Dk ot §

tuemea 1P %

IZEMI SPICEBCENG 5 0

10233445 S2SSOCEPEIIA WS SONC BUZENK LIS

A02EMA4 ERSSO0ADEIRS S SONC BUZZMK PLUS

= &

lected oaly

Hosrame

[

£ B W

Device Information

as e

SOHIC 405
Eunturzrive Brear

SLIME 405
Enierarise Base

SOME AR

Snterarise Base

Ste #

5L

15 ACTIVE

s

Comms  Acknewdedged?

KOCIMME

— T

Blusprise 8

B oo

[ onnox TSN

B o

1-5af§

Columrs [15/17) ~  Page Size: 25
Agent Informatice:
Apsiraversion & LastiohType © JokSkrin §

acsaanonzE | INSTALL | success |
ACS 420 0OBI32 INSTALL SUCCESS
PEFRTHTE T TR succes |

Actione

9. Delete the system agent for the device by selecting the vertical ... icon:

7z & + Devices + Managed Devices
@ Create Onbox Agentis) © Create Offbox Agents) Advanced Settings
+ Query Al 15075
Colimrs {15417 = Page Sk 2%
Filter selected by @ all  selectedonly  unselected only
Dol Intarmation ngesk Isfomartian
Managsirsst Hunne Coniis  Ackiewledpl? Agemn Prafie
Owsen by & Deikn Protie 8 ose s et @ i ® Fmtmverion @ Las bch Ty &
P—— : 3 & g
sMcans i K
0232411 S2SH00BECIOC WS SCNEC BUZNIK PS  swmd YTl unesschED  Acs 4200823 INSTALL
- SELSEERTE Etemse S ACTWE T @ - e
2341 SI0EIEZL CHIC_BUZIHIE PLUS | et i - X ] m UNASHICKED  A05.420.0823%  INSTALL
104 S 294 WS SOHC BUZINI PUE  leaf? S5 20,0833
: : e AL Enierioe Foen ACTRE T — .
02341 - = ot assigred m UNAIEGRED URINSTALL
a05 <
AMIATE APNHAERNA | SN I s s oS08 = ¥ o m UNBSSGRRD | ACH 470 N3 INSTALL
Entoriise e ACTIE
soMCans I R -
A2AT5 APSAUNTUMND |V SCHC ELEIMI MG | e EUTTl  unssnen  aos a0 o
Enterpre Base ACTME | T @ -

1.1.2 GUI Method deletion of a failed or not responding Device

For this procedure we have a device that has failed, and is no longer communicating with Apstra.

1. Navigate via the Apstra Ul to Blueprints -> blueprint_ID -> staged -> Physical -> Build -> Devices and use

the edit pencil to “Change system ID Assignments”.
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€D Dashbeard

2 Physical

b Modes: Al

Topology  Mades

[= - ]

b Mirkual

o
|~ Analyties [@) staged #. Uncommitted (2] Active D Time Voyager
[+%
B [ o ] [ ] (o ]
@ Policies @ nal Catalag = Tasks B, Connectivity Templates A Fabric Settings
b Links: All Selectian
0
r i »® b a
Links  Infefaces  Racs  Pods Layer  System IDs Assignnents B = g
W Assigned W Mot Assigned
Assigned Syster |Ds
Sedected Mot Tapalogy Label 1111
u [ .
N &
Nade System ID
N —
spine? SIRAINAFTIAA
T -
rn. e, 000 e e 54 leat2 S2RA0CADS2IES
S R
ety ==
B -
switchizzerverl
R ]

7 @ » Bluprints » zz-bwester-ovpn,sonic-vs. 2485377892354~ 647 772504 - evpn-sonic-vs-virtual » Staged » Prwsical » Build » Devices

2. Delete the leaf2 assignment by selecting the trashcan icon.

3. Now choose the ‘Update Assignment’ selection.
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Assign Systems
¥ Query: All

Name 2 Role =

spined Spine

spine Spine

leafl Leat

leafZ Leaf

leatfd Leaf
Generic

belt System
Generic

rackl-serverl System

Hostname =

spinel

spine2

leaf1

leaf3

hostnamel

rack1-serverl

System ID &
525400BBC20C {10.28.24.11) - spined % ﬂ
5254004F79BA (10.28.24.12) - spine2 = ﬂ
52540070D650 (10.28.24.13) - leaf1 x ﬂ
525400AD5263 (10.28.24.14) - leaf2 =
525400E9E23A (10.28.24.15) - leaf3 =

1-110f11

Update Assignments

4. Commit the change to the system, navigate to Blueprint-> blueprintID -> Uncommitted -> and click the

“Commit” rocket icon:

Ty @ » Bhecprings ¢ zz-bwester-cvpn.sonic-vs, 24B5377892354- 567772504 - cvpn-sonic-vs-virtual » Uncommitted » Logical Diff
€D Dashboard |# Analytics [&) staged 8, Uncommitted {m) Active D Time Voyager
[ o] [ o} n
(1 Logical DfF (%) Full Noces Diff ¢ Build Errars (T} Warnings @ Cammit Check
¥ Quesy: Al
Type * Aetion % Maie ¥
Syslenm Mode leaf2

O Revert o Commit ¥

1-1of1

FageSize: 25 -

You should then add a comment and complete the commit:
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Commit changes from Staged to Active?

This action will automatically create a new blueprint revision. This blueprint has 5 out of 5 automatically saved revisions. If the blueprint reaches the
o maximum amount of revisions to store, this commit will automatically replace the cldest saved revision with this new one.

If you wish to increase the limit for automatically saved revisions, go to Time Voyager settings. You can also permanently save older revisions using the
correspending save button under Time

Revision Description (optional)

remove leat2 from bluepring

5. Once the commit is complete, navigate to Devices -> Managed Devices and you should now see that
leaf2 is unassigned from the blueprint:

iz @ » Devices » Managed Devices

@ Create Onbaox Agent(s) © Create Offbox Agent(s)

1 1-5af5
Columns [15/17) = Page Size: 25 -
ilter selected by 0 all  selected only  unssbected only
Deicn Infoemration R m———
s :':’m Dwicakey & Dasien Pk & ":‘"‘“"' o8 8 frese G:'""’ '";"'"‘"m“’ Hurprim & ':'"‘m" At Varsien ":"mw mhtsks 5 Actions

SONC 405 5

5 spinel ¥ 0

Fotmpi Rae ACTIE

W0EEM1] SZMOIIECIOC

UNASSIGNED A5 12008232 IHSTALL

it

SONC A0 5 v
Escrpries Base  ACTIVE

SULALIFRRZIA UNASSIGHFLY W36 290 0R2%  INGTALL

L skl

SONC 405 005 o
10252414 SZMCIADSEBI VG IONK_BUZZNIKFLUS  leaf2 L

UNASHGMID  A05.A20.08232  ONSTALL
----------- Ftmmrion e ESALIE

SONC 4115 5 L
10252417 SIMCOAFTSEA W5 SONK_BLETNIK FLUS | spim2 L]

UNSSHGMED  A05.4300633F  EMSTALL
Evwerprise Base  ACTIVE

SONC A3 3
IS beatl L'}

102324103 S2HCOTO0ER0
S Evemprise Base  ACTIVE

UNGSHGMID  AD5.A20.0823F  ANSTALL

B BE0@E 0@°

6. Remove the failed leaf2 device from the Managed Devices list.

Page 10



Apstra Device Replacement Bill Wester

i & » Davices » Managed Devices
Q Create Onbeox Agent(s) © Create Offbox Agentis) Advanced Settings
' 1-6ate
Columns [45/17) = PageSizr 25 -
Filter slocted by @ all  selected only  unselocted caly
Owves bt Agpert Infurmtion
[I— Hasirams Comes Ackamadwdged! ot P Lot Jah Type
" o~ Devics ey & Davkos Frafie = - o5t Sute = - b=ttt | e + Tipe & o= Apstraveion £ JoaStabe  Actioes
ToHIAT SRR — e ] ] UMASSGHED AU 420 tRus INSTALL
10583415 EIGM00ESETIA  VE SONC_BUZINIK PUUE 3 15 AETIVE v L] UNASSCHED  ACS 420 08232 INSTALL
I
10382847 S25400AFTIEA . N I5-#CTIVE L [ UNASSIRED  ADS 420 DRI i
[
10ZA201T | SIAKRCETD | VESONK BUZTNK FLUS el TV - [ UNASSGHED A5 4200 i
TLIHBET | SISAGALATEY SO BUZANIR LS oo »x o Mot assigned UHASSEHED AL 42000 DR H
e TRV SO BN P 2 s ok astigne st ¥ a20n R H
SINEAL o ,
102824234 EXS40DADSIAA  WE SONIC_BUZINIK PLUS L (-] Mok asdgnad UMAESICRED  ADS 420 08252
Freames ane  CILARARTIRED

7. Confirm the deletion dialog.

Delete this resource?

8. Remove the agent from the failed leaf2 device.
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4r @ » Devices - Managed Deviees

O Create Onbox Agents) O Create Offbox Agent(s)

¥ Query: Al L&ofs
Columns (15/17) = PageShe: 25 -
liter selected by @ all  selected anly unselected only
Dvwsice Isfcrmation Agent Iefrmation
Manapsmes Hast Comms  fecimminsged? Agent Prof Lz Jos
T ki & D b & T 0e s State & o Blumprint & Tyem & K " i 5 00 e s actions
rpem—n— E 9 & g
BOMCALE "
10.25.24. 1 25400BBC20C  WE SOMC BUIZNIK FLUS  spinel 15-2CTTE v -] m UNASSIGMED  AOCS 420 0232  INSTALL H
T Erberprise_Hzee
SOMCALE R
W0IEMAD  EISAIOERSIEA W SOMC BUZINIK LIS  lef® 15 4TI L ] UNARSICRED A0S 420 0B2%  INSTALL
Ertamrise_Bise
22 rwester Nk
SIMEALE , .
WIEIAAT  EISAIOAFTIRA WS SOMC BLOTNIK PLUS  wpimd 15 ACTIE v ] UNASSIEAED  ADS 420 0R2EF  IMSTALL
Estomiise Bise
MY | ST | Y89 MTIIPS ot - e W ® EZZR vvsisen snsnos wand

10252404 - [-] Mot assipned m UMASSIGNED INSTALL

SONCALS oo
IDERBAEM  SISUO0ADSZAA VI SONC BUIINIKFLIS W -] Hen e UNASSIGNED | M05 420 0B.232
----------- Erbemrice Boen | GURSANTREED

9. Confirm the deletion dialog and force the deletion:

Delete System Agent

Apstra cannot communicate with this device. It will not be possible to uninstall any agents or revert the device to its Pristine config before deleting.
Only select thi if you understand the consequences and cannot reestablish communication with the device.

1.1.3 GUI Method to add the replacement device

Let’s now take a look at what would be required to replace the device back into the blueprint.

1. First step is to add the device to Managed Devices. If the device already exists, in Managed Devices you

can skip this step. Navigate to Devices -> Managed Devices, and select the “Create Onbox Agents” Icon
(SONIC devices use Onbox Agents). You will need to fill in the IP address and Username / Password

information:
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Create Onbox System Agentis) x

Agent Parameters

Diervice Aecddresses (25 mas) © ML

RLETEER T

mma-nepareed | e rcvmes, I-dhd 12 aridmnnas aret B arkrars oo pes, 2 g >
L1518 600 prbevize ool

Operation Mode
) FULL CONTROL TELEMETRY OMLY

Usermysme
3 et usemama?

Password
Set password?

Agent Profile

Job to run after creation
Check ) Install
[ Install Raguiiamsnts &

Packages °

From Agent Profile

@ Agent Frofile i not selected

2. Once the agentinstall job is complete you must acknowledge the device:

7 @ + Deviess - Managed Devices

Q Create Onbox Agentis) Q Create Offbox Agentis)

3 1-505
Dovie @ 4 € W ® W AN v o o 4 B Columns (15717} «  PagaSlze: 35
selected only  urselected anly
Device nformatian Agent information
Management Heslname Comnm Acknowied ped ¥ Aggent Profile Lisit fub Type
e Dvicefioy & Devion Profie & : o stats # - N Buepeint ¢ Type # - Apsiraversion & IbStme & fctions
pon— G 3 & s f
sonEARE , :
(LEEEERE SIAIRRCIIE VS SONE RUSANIE PILS spiend I5-ALTIVE (e ] LIMASKIGHITT RO 4200 ORI IWSTALL H
Sy st ¥oo = :
£ 408
s mwMmEREEA s SOREAL ImnrTIE vy © UNASSGNED | AGS 420 GR212  INSTALL H
[
SOMIC 408
10232002 SZANAFTIEN el [t ¥ UNASSGNED | 405 82008212 INETAAL

Estirpras_Bass

10233413 SI400TODSRD beatl I5-ACTHE L ] .~

UMESSIGHED A0 42008237 IWSTALL

somi cos
e —
Fobwprse Hase  CLIARANTRELDR ¥ a v

B 10zl SIB0ADG2EE UNASSIGNED | 405 42006232 INSTALL

3. Confirm the acknowledge systems dialog:

Acknowledge systems

Acknowledge 1 systems?
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4. Navigate to Blueprints -> BpID -> Staged -> Build -> Devices and Open “Assigned System IDs”:

r @ + Blueprints » zz-bwester-evpn.sonic-vs. 248537785 2354-84 7772504 - evpa-sonlc-ve-virtual + Staged + Physical « Build » Deviees L "
o o
€D Dashboard |+ Anakytics [&) staged =5 Uncommitted (@) Active D Time Voyager
e Q
{ & ] [ o] = =
B Physlcal e Virtual @ Policles [ Mo al M Catal = Tasks 2, Connectivity Templates <l Fabric Settings
* Nodes: All ¥ Links: All Suleclisn Build
=2
Tepclogy Modes  Links  Interfaces Racks Posds Layer | System |05 Assigrments x v E ar
Oow 30 W Assigned B Not Assigned
Assigred System |05
Safeetind Raek Sudincind Mzt upelos Labiel h 141 0f1L
Feame -
. Bl
- Shaw Linkat
Mode System ID
labell Fir_leaf]_leaf2 spinel 525400BBE20C
spinnd 52540000 79 B,
e e e sasnapem
ol (001 v g 0L lew2
labedl
racki-serverl switchd-server]l
racklzrrverl
switch1-serverl
rir leatd Jeatd
switch2-serverl

5. Select the pencilicon and Click the dropdown next to leaf2 to select the replacement device, then click

the “deploy” radio button and finally select the “Update Assignments” selector:
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Assign Systems
* Query: All

Mame * Role +

spinel Spine

spine Spine

leat1 Leaf

leaf2 Leaf

leat3 Leaf
Generic

labell System
Generic

rackl-serverl System

Hostname

spinel

spine2

leafl

leafZ

leal3

hastnamel

racki-serverl

System ID 2

525400BBC20C (10.28.24.11) - spinel

S25400AFTREA (10.28.24.12) - spine?

525400700690 |10.28.24.13) - leafl

Deploy Mode %
© Deploy
-~
Drain
Undeploy
© Deploy
x Ready
Drain
Undeploy
© Deploy

-

Drain

\ Undeploy
© Deploy

525400AD52B3 (10.28.24.14)

N Ready
Drain

Undeploy

5254D0EPE23A(10.28.24.15) - leaf3

O Deploy
-8

Drain

Undeploy

1-110f11

Update Assignments

6. Commit the change by Navigating to the Uncommitted tab, and Click the Commit “Rocket ship”:

D Dashboard

(4 Logical Diff

¥ Query: All

Type =

System Nade

l» Anabytics

1 Full Noges Diff

Ak Build Errors

Action =

[&) staged &2 Uncommitted

{Ty Warnings 2 mit Check

Mame =

heat2

77 @ » Blueprints » zz-bwester-avpn.sonic-vs. 2485377892354-667772504 - evpn-sonic-vs-virtual + Uncommitted » Logical DIff

(B Active

‘D Time Voyager

) Revert o Commit gyt

1-1af1

7. Comment and confirm your commit:
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Commit changes from Staged to Active?

This action will automatically create a new blueprint revision. This blueprint has 5 out of 5 automatically saved revisions. If the blueprint reaches the
o maximum amount of revisions to store, this commit will automatically replace the oldest saved revision with this new one.

If you wish te increase the limit for automatically saved revisions, go to Time Vioyager settings. You can also permanently save older revisions using the
corresponding save button under Time

Revision Description {optio

replaced leaf2

8. At this stage your deployment will take some time to stabilize and the anomalies should eventually

converge and disappear.

1.2 Terraform Method to replace a device in Apstra

From a Terraform perspective, replacement of a device is fairly straightforward, and will describe that process

with an example terraform configuration of a simple Blueprint:

80 0 o o
Topology Modes Links Interfaces Racks Pods Layer Uncormmitted Changes ] E = g

= Bl

[+ 1] ao Has Uncommitted Changes

ASNs - Spines
Selected Rack Selected Node Topslogy Label
M5Ms - Leafs

Losphark IPs - Spines
Expand bodes? () Show Links?

Loopback IPs - Leafs

Link IPs - Spines<>Leals

BREEE

e T

rack_2, 001

rack_a 001 _leafl

We will be replacing the device rack_a_oe1_leaf1.

Here is our example Terraform Configuration:

terraform {
required_providers {
apstra = {
source = "Juniper/apstra"
}
}
}
provider "apstra" {
url = "https://admin:admin@l0.28.24.3:443"
tls_validation_disabled = true
blueprint_mutex_enabled = false
experimental = true #New Apstra 4.2 API

}
resource "apstra_rack_type" "a_rack" {
name = "rack_a"
leaf_switches = {
leafl = {
logical_device_id = "slicer-7x10-1"
spine_link_speed = "10G"
spine_link_count = 1
}
}
fabric_connectivity_design = "13clos"
}
resource "apstra_template_rack_based" "a_template" {
name = "template_a"
asn_allocation_scheme = "unique"
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overlay_control_protocol = "evpn"
spine = {
logical_device_id = "slicer-7x10-1"
count = 2
3

rack_infos = {
(apstra_rack_type.a_rack.id) = { count = 1}

}
}
resource "apstra_datacenter_blueprint" "a_blueprint" {
name = "blueprint_a"
template_id = apstra_template_rack_based.a_template.id
}

resource "apstra_managed_device_ack" "spinel" {
agent_id = "e44df49e-556b-446e-a02f-7fd23804901e"
device_key = "525400BBC20C"

}

resource "apstra_managed_device_ack" "spine2" {
agent_id = "b5726bld-29ba-4ab0-ac76-5def33291cc4"
device_key = "525400AF79BA"

}

resource "apstra_managed_device_ack" "leafl" {
agent_id = "8f448798-c260-46b7-b7fa-46609f0598d4"
device_key = "525400E9E2FF"

}

resource "apstra_datacenter_device_allocation" "spinel" {
blueprint_id = apstra_datacenter_blueprint.a_blueprint.id
node_name = "spinel"
device_key = apstra_managed_device_ack.spinel.device_key
deploy_mode = "deploy"

resource "apstra_datacenter_device_allocation" "spine2" {
blueprint_id = apstra_datacenter_blueprint.a_blueprint.id
node_name = "spine2"
device_key = apstra_managed_device_ack.spine2.device_key
deploy_mode = "deploy"

resource "apstra_datacenter_device_allocation" "leafl" {
blueprint_id = apstra_datacenter_blueprint.a_blueprint.id
node_name = "rack_a_001_leaf1"
device_key = apstra_managed_device_ack.leafl.device_key
deploy_mode = "deploy"

}

As you can see this is a very simple Terraform configuration.

We assume the terraform configuration is applied to the Apstra server, and all of the Resources for the

blueprint are Allocated and Committed.

Steps needed to replace a device using the Terraform Workflow:

1. Remove the resource for the device from the Terrform configuration, in this case we will be removing

the following and applying the configuration.

resource "apstra_datacenter_device_allocation" "leafl" {
blueprint_id = apstra_datacenter_blueprint.a_blueprint.id
node_name = "rack_a_001_leaf1"

device_key = apstra_managed_device_ack.leafl.device_key
deploy_mode = "deploy"

}

By removing this configuration and terraform apply we remove the rack_a_e01_leaf1 from the blueprint and

prepare it for removal from Managed Devices. You cannot remove a device from Apstra without first removing

it from the Appropriate Blueprint.

Here is the result of the terraform apply

bwester@bwester-mbp terraform % terraform apply
apstra_datacenter_device_allocation.leafl: Refreshing state...
apstra_managed_device_ack.spine2: Refreshing state...
apstra_managed_device_ack.leafl: Refreshing state...
apstra_managed_device_ack.spinel: Refreshing state...
apstra_rack_type.a_rack: Refreshing state... [id=wjdosvpvs8qdkyecs2slrw]
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apstra_template_rack_based.a_template: Refreshing state... [id=3fcd246d-f7eb-4850-bal8-
bd8429aa3c8d]

apstra_datacenter_blueprint.a_blueprint: Refreshing state... [1d=9c2404f6-a875-4d29-9add
-919601601b04]

apstra_datacenter_device_allocation.spine2: Refreshing state...
apstra_datacenter_device_allocation.spinel: Refreshing state...

Terraform used the selected providers to generate the following execution plan. Resource
actions are indicated with the following symbols:
- destroy

Terraform will perform the following actions:

# apstra_datacenter_device_allocation.leafl will be destroyed
# (because apstra_datacenter_device_allocation.leafl is not in configuration)
- resource "apstra_datacenter_device_allocation" "leafl" {
- blueprint_id = "9c2404f6-a875-4d29-9add-919601601b04" -> null
- deploy_mode = "deploy" -> null
- device_key = "525400E9E23A" -> null
- device_profile_node_id = "sfBQVnyC5MBMtWoYLpU" -> null
- dnitial_interface_map_id = "VS_SONiC_BUZZNIK_PLUS__slicer-7x10-1" -> null
- dinterface_map_name = "VS_SONiC_BUZZNIK_PLUS__slicer-7x10-1" -> null
- node_id = "v4U3_ek6bH3t_ppYEXA" -> null
- node_name = "rack_a_001_leafl" -> null

}
Plan: 0 to add, 0 to change, 1 to destroy.
Do you want to perform these actions?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

Enter a value: yes

apstra_datacenter_device_allocation.leafl: Destroying...
apstra_datacenter_device_allocation.leafl: Destruction complete after 4s

Apply complete! Resources: 0 added, 0 changed, 1 destroyed.

2. Once this step is complete you will need to commit the blueprint changes.

3. We now will update the terraform configuration with the new information for the replacement device.
The specific area of the Terraform configuration we are interested in is the following snippet:
resource "apstra_managed_device_ack" "leafl" {
agent_id = "8f448798-c260-46b7-b7fa-46609f0598d4"

device_key = "525400E9E2FF"
3

Replace the device_key with the new Key value. Replace the agent_id with the new Agent ID value. This value
can be derived from navigating to the Ul via Devices -> Managed Devices -> device ip -> Device Copy the
encoded Device Key and AgentID from the URL string.
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77 @& » Devices » Managed Devices » 10.28.24.235 » Device
B Device I Agent <[> Pristine Config & Telemetry
Expandee Wime  Comaact View
User Config
Device Profile VS SONIC_BUZZNIK PLUS
Admin State rormal
Lacation
Status
State I5-ACTIVE
Acknowledged? [
—
Ermor Message A
Blsegrint blusprint_a {active)
Blueprint Active? yes
n m
Online? v
Hostname rack-a-001-leafl
FODN rack-a-001-leall

Base64 Decode the information:

pbpaste | base64 --decode
{:system-id "525400E9E2FF", :agent-id "8f448798-c260-46b7-b7fa-46609f0598d4%

You can also derive the agent-id from a data source, or from swagger, or from the terraform resource which
created it.

4. Once you have replaced the information into the terraform configuration, apply the new Terraform.

bwester@bwester-mbp terraform % terraform apply
apstra_managed_device_ack.spinel: Refreshing state...
apstra_managed_device_ack.spine2: Refreshing state...

apstra_rack_type.a_rack: Refreshing state... [id=wjdosvpvs8qdkyecs2slrw]

apstra_template_rack_based.a_template: Refreshing state... [id=3fcd246d-f7eb-4850-bal8-
bd8429aa3c8d]

apstra_datacenter_blueprint.a_blueprint: Refreshing state... [1d=9c2404f6-a875-4d29-9add
-919601601b04]

apstra_datacenter_device_allocation.spine2: Refreshing state...
apstra_datacenter_device_allocation.spinel: Refreshing state...

Terraform used the selected providers to generate the following execution plan. Resource
actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

# apstra_datacenter_device_allocation.leafl will be created

+ resource "apstra_datacenter_device_allocation" "leafl" {
+ blueprint_id = "9c2404f6-a875-4d29-9add-919601601b04"

deploy_mode = "deploy"

device_key = "525400E9E2FF"

device_profile_node_id = (known after apply)

initial_interface_map_id = (known after apply)

interface_map_name = (known after apply)

node_id = (known after apply)

node_name = "rack_a_001_leaf1"

+ o+ o+ o+ o+ o+

}

# apstra_managed_device_ack.leafl will be created
+ resource "apstra_managed_device_ack" "leafl" {
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+ agent_id = "8f448798-c260-46b7-b7fa-46609f0598d4"
+ device_key = "525400E9E2FF"
+ system_id = (known after apply)

}

Plan: 2 to add, © to change, 0 to destroy.
Do you want to perform these actions?

Terraform will perform the actions described above.

Only 'yes' will be accepted to approve.

Enter a value: yes
apstra_managed_device_ack.leafl: Creating...
apstra_managed_device_ack.leafl: Creation complete after 1s
apstra_datacenter_device_allocation.leafl: Creating...

apstra_datacenter_device_allocation.leafl: Creation complete after 7s

Apply complete! Resources: 2 added, O changed, 0 destroyed.

Now that you have changed the system you will need to commit the changes to Apstra.

In these examples, we did all of the work to clean any existing configuration from the new device, boot the
device, and Install the Apstra Agent on the device. For Example in the SONIC use case, you may be required
to remove any existing configuration from the device, here is an example:

root@sonic:/home/admin# rm /etc/sonic/config_db.json
root@sonic:/home/admin# config-setup factory
root@sonic:/home/admin# reboot

1.3 Conclusion

Device replacement in Apstra is a straightforward, easy process. This article demonstrates two methodologies:
replacement in the Apstra Ul, and replacement using Terraform.
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