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1 Apstra Day 2: Generic Systems

Robert Lancaster - 02/08/2024

It is often stated that most network outages occur as a result of changes having been made to the system.
There have been many notable examples of this, and they have all affected us. Precise management of
network changes is, in fact, one of the key benefits of network automation solutions. Data centers require
frequent changes to meet the daily needs of customers. All such activity exposes operators to potential
mistakes that could lead to costly outages.

Apstra’s Intent-driven workflows have been proven to reduce risk and increase efficiency when performing
routine Day 2 tasks. Intent-based Networking manages the complex work of creating precise configurations
and applying them with minimal disruption to network services.

1.1 Introduction

Lots of different types of devices are attached to data center fabrics. But they all have a common set of
parameters that must be configured on their fabric ports. Apstra refers to such devices as generic systems
because of their commonalities. The purpose of this document is to provide a view of how Apstra simplifies
working with network attachments in DC Reference Designs. Specifically, we are focused on adding a new
server into a rack and connecting it to an existing virtual network.

Other common Day 2 actions (covered in other postings):

+ Adding additional links to an attached device

+ Modifying link speed and other attributes

« Attaching external gateways and configuring routing characteristics.
+ Creating new virtual networks and assigning to links

1.2 Blueprint Editing Functions

Individual managed fabrics reside in their own Blueprint. Editing the topology in a Blueprint occurs in the
Staged area. This area is like a design sandbox that allows us to modify network details, validate them, and
then and only then, apply the changes to the operating switches. The Blueprint we are working with is the
Three-stage Clos Reference Design. It consists of two spine switches and two Rack Types: one has a redundant
leaf pair and a second has a single leaf switch. We will describe the process of attaching a generic system
with link to leafl, in the dual switch rack. Then we will assign the new link to an existing virtual network via
the use of a Connectivity Template. Let’s get started.

1.3 Add a Generic System

To attach a new server to the fabric, we must know where in the network it will connect and what its settings
will be. In this case, we must add a new 10G server to the dual switch rack. In the Apstra user interface, click
the Staged tab, where editing occurs.

Page 3



Apstra Day 2: Generic Systems Robert Lancaster
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Figure 1: Apstra day2 Generic Systems 01

You are immediately placed in the Staged > Physical >Topology view. Here, we see our three-stage fabric
devices and all the connections displayed. You can see there are already some servers attached in the racks.
Click leafl because this is where we want the new generic system to connect.

Selected Rack

evpn_esi_001 x leafl (Leaf)

Neighbors Links Interfaces

a Show Aggregate Links

Figure 2: Apstra day2 Generic Systems 02
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In this view, we see that there is a button on the device next to the device name.

Selecting this button reveals a menu of actions that can be performed to configure this switch. The Apstra
Task-based Framework provides menu structures for editing in various parts of the User Interface. Select
the item at the top of the list, Add internal/external generic system. This brings up the view where we begin

specifying the details of the server we wish to add.

NOTE:

Select internal Generic System for this procedure. This type is displayed in the rack where it is attached, as a
server would be. The external is used for devices that are gateways to other networks or connect to multiple

racks. It is displayed outside of the topology.

evpn_esi_001

leafl

rackl-serverl

rtr_leaf1_leaf2

_/~"evpn_single_001

leaf2

T |

s External GS

T R

leaf3

switch3-serverl

switch1-10G-server dwes» Internal GS

Figure 3: Apstra day2 Generic Systems 03
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Selected Rack Selected Node
evpn_esi_001 x leafl (Leaf)
Neighbors Links Interfaces

leafl

- -

——

——

Figure 4: Apstra day2 Generic Systems 04

On the page that appears, we input the details of new generic system. Go with the default selection of
Internal for Generic Type. Then add the Name and Hostname. And specify a 1X10G Logical Device for the
server. Create a tag which you will find useful for many things when using this system, including locating
objects. Once these entries are complete, clicking Next takes us to the port selection screen.

o Create New System Create Links

Choose Generic Type
O Internal® External®

switch1-10G-server

Choose a representation for a new device *
None® O Apstra Logical Device  Apstra Logical Device With an Interface Map

Show global catalog
ADS-1x10-1
AOS-1x10-1
1x 10 Gbps
Leaf » Access
u
Port Channel ID min Port Channel ID max

o 0

*

Figure 5: Apstra day2 Generic Systems 05

On this screen, we select the interface on leafl where the server attaches. It is port ge-0/0/5 in this case. Then,
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we select 10G port-speed, which is one of the available transformations for this port. The transformations
are specified in the Interface Map that was applied to this leaf switch in the Design phase. This operation
creates a link object in addition to the server itself. Let’s also give the link a tag of its own. Once you make a
habit of using tags, you will be pleased with how useful they can be. The Add Link button in the center of this
screen turns green, indicating that all the necessary details have been provided. Clicking Add Link stages our
new generic system’s link to leafl, along with the details we have provided.

Create New System Create Links x

Links
Select devices and their interfoces to create a link

Leaf: leaf1 14004
Device profile: Juniper vEX

Leat Generie
Type Speed Tags Actions
3 Intertace

Port #5 Tr. #1 (10
Exiting 106 et 80013 E
Port #5Tr. #2/(1 Gbps) <
Enting 106 eat2 0072 e
Leat: leat2 [==—] = 06 wn eoon sz
Device profile: Juniper vEX
AOS-1x10-1
1x 10 Gbps
Leaf » Access
[ ]
Link tags
[ @ jackl-switch1-10G-server-link |I =
e

Figure 6: Apstra day2 Generic Systems 06

If all looks good, press the Create button to stage the additions and our view drops back to Physical >
Topology rackl_leafl view.
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Links (1 will be added)

1-50f 5
Leaf Generic
Type Speed Tags Actions
Name Interface Name Interface
[ New | 10G leafl  ge-0/0/5  switch1-10G-server N/A @ racki-switch1-10G-server-link w
Existing 10G leafl ge-0/0/2 rackl1-serverl N/A
Existing 10G leafl ge-0/0/3 switchl-serverl N/A
Existing 10G leaf2 ge-0/0/2 rack1l-serverl N/A
Existing 10G leaf2 ge-0/0/3 switch2-serverl N/A

Figure 7: Apstra day2 Generic Systems 07

After returning to the rack_leaf view, you will notice that there is a new device linked to leafl. This is the
server we have defined. The state of our Blueprint currently shows the Staged tab having the generic system,
while the Active tab doesn’t yet.

Show Aggregate Links Show Unused Ports Show All Neighbors »

@ =002 c ---------------------------- n/a rack1-serverl
@ =000 e . -
_____________ ge-0/0/0 spinel

leafl

switchl-serverl

rtr_leaf1_leaf2

----------- switch1-10G-server

Figure 8: Apstra day2 Generic Systems 08

To the right of the current leaf view, we can locate the Incremental Configuration view. This takes us to the
staged configuration view where we see the CLI settings that will be applied to ge-0/0/5. Apstra adds detailed
descriptions to configurations that clearly identify the links. incremental configuration shows the results of
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the selections we have made in the Topology view, so far.

leaf1 Incremental Config Preview

[interfaces replace: ge-9/8/5]
description "to.switchl-l@g-server";
speed 10g;

mtu 9192;

+ o+ o+ o+

Figure 9: Apstra day2 Generic Systems 09

Click the X in the upper right to exit this view. Now choose the Uncommitted tab, it now has a yellow

indicator:

All the changes we have staged thus far are shown. Explore this view to see more validations and details of

what is staged, thus far.

Yy @ » Blueprints » apstra-podl » Uncommitted » Logical Diff

€D Dashboard u Analytics =E Uncommitted (®) Active

@ St.'ige@i7

28 Logical Diff () Full Nodes Diff ax Build Errors (@) Warnings <@~ Commit Check

Type = Action ¢ Name =

Link ADDED leaf1<->switch1-10G-server{link-000000001)[1]
Rack evpn_esi 001

System Node I | switch1-10G-server
Tag DDED |

rack1-switch1-10G-server-link

Tag DDED | Rack1-server

O Revert  # Commit g

D Time Voyager

1-50f5

Figure 10: Apstra day2 Generic Systems 10

We have chosen the fundamental port settings, but we have not supplied everything necessary to bring our

server online and communicating with the correct network. Let’s move to the next step where we specify

which virtual networks must traverse the server link.

1.3.1 CT Assignment

The information needed to complete our link is defined in what is called a Connectivity Template. Although

we will look closely at how CTs are created in another post, we are going to use an existing one to complete

our server. Our goal is to assign the new link to the blue_300 overlay VXLAN.

To perform this step, we navigate to Staged > Connectivity Templates > tab. There, we find catalog contain-

ing all existing CTs. Knowing that this CT contains our desired settings, choose blue_300_vlan_tagged and

click the Assign icon.
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Filter selected by © all selected only unselected only

1 Name Description Tags Primitives Status. Actions
sclected

@  blue_300_evpn_vlan_tagged * Virtual Network (Single) m & =

« BGP Peering {Generic System) m mﬂ
« IPLink

rir_leaf1_leaf2:13:ct_bgp_subintf_to_subintfipva_ipvé

Figure 11: Apstra day2 Generic Systems 11

Atable view opens showing all existing links where this CT could be applied. The table displayed only contains
links that attach generic systems to leaf switches. The tags we created earlier stand-out and make the link we
want easier to locate. Click the box to assign ge-0/0/5 to this CT.

Assign vn_endpoints_blue_300_vlan_tagged x
Table view
Q All bulk actions () will be applied enly to the loaded connectivity templates.
Fabric Tags vn_endpoints_blue_300_vlan_tagged
~ pod1 (Pod) =]
~ evpn_esi_001 (Rack) £
~ leaf1 (Leaf) -]
ge-0/0/3 -> switch1-server1 (Interface) (~]
ge-0/0/4 -> rtr_leaf1_leaf2 (Interface)
| 5e-0/075 -> switch1-10G-server (interface) | I ® Rackisever @ rackt-switchi-10G server-fink I @
~ leaf1 / leaf2 (Leaf-pair) -3
ael -> rack1-server1 (Interface) ]
* leaf2 (Leaf) -3
ge-0/0/3 -> switch2-server1 (Interface) (]

ge-0/0/4 -> rir_leaf1_leaf2 (Interface)

Figure 12: Apstra day2 Generic Systems 12

Apstra processes our selections as it places newly defined elements into the Staged graph model. The changes
are validated, and the results are shown in the Uncommitted tab dashboard. Any problems found would be
shown in the anomaly display. Green indicators for Build Errors and Warnings mean that there will be no
problems with committing the changes.

[:i'] Logical Diff 3 Full Nodes Diff A Build Errors (1) Warnings <@~ Commit Check

Figure 13: Apstra day2 Generic Systems 13

Apstra also instructed the device agents to calculate the appropriate NOS configurations needed by each
affected device. We saw a glimpse of this work earlier when we able to view the incremental configuration
staged for leafl. We have queued some additional changes since then. So, let’s look at the Uncommiitted tab
again and see anything new that has been added.
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[ © ]
tr @ » Blueprints » apstra-pod1 » Uncommitted » Logical Diff *D Revert o Commit “
D Dashboard |~ Analytics [&) staged 84 Uncommitted (@) Active D Time Voyager
 © ] (& |
) Logical Diff () Full Nodes Diff At Build Errors {) Warnings <2 Commit Check
Q 1-dof4
Type = Action % Name 2
Link m eat1<->switch1-10G-server{link-000000001){1]
[
Rack evpn_esi 001
System Node m switch1-10G-serve:
I Virtual Network blue_300_evpn_esi_001_le_v4

Figure 14: Apstra day2 Generic Systems 14

There is an additional entry representing the VN assignment that we made using the CT. Let’s also check the
Incremental config for leafl.

leaf1 Incremental Config Preview

-~ [interfaces replace: ge-8/0/5 unit @]
= family inet;

[interfaces replace: ge-2/@/5]
description "to.switchl-l1@g-server";
speed 1@g;

mtu 9192;

+ + + +

+

A [interfaces replace: ge-8/@/5 unit @ family ethernet-switching interface-mode trunk vlan members]
11 + [vn3@e]

13 [routing-instances evpn-1]
14 + interface ge-8/0/5;

1€ + [protocols replace: rstp interface ge-0/@/5]
+ edge;

Figure 15: Apstra day2 Generic Systems 15

There is now additional configuration present that assigns the server port to the overlay/virtual network
infrastructure. And since there are no errors present, we are free to complete the process of adding the server
and all related parameters to the Active network. Press the Commit button in the upper right and enter
descriptive notes related to this change. Itis a good practice to add descriptions as changes are made to the
Blueprint.
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Commit changes from Staged to Active?

This action will automatically create a new blueprint revision. This blueprint has 5 out of 5 automatically saved revisions. If the blueprint reaches the
o maximum amount of revisions to store, this commit will automatically replace the oldest saved revision with this new one.

If you wish to increase the limit for automatically saved revisions, go to Time Voyager settings. You can also permanently save older revisions using the
corresponding save button under Time Voyager.

Revision Description (optional)

Change order 2023-1215-0720-001 Add 10G server to racki-leaf1. 1X10G - VN blue_300.

I

Figure 16: Apstra day2 Generic Systems 16

Commit instructs the device agents to send new configuration information to each device that is affected by
the staged update. It is normal to see the Telemetry indications fluctuate, as devices adjust to their new state.
After a moment, Active Topology view shows the new server operating in the fabric. Click the new server and
let’s view some of the information about this device.

Q Nodes  Q Links B No Anomalies B Anomalies Present

Anomalies: All Services.
Selected Rack Selected Node Topology Label

Name Anomalies: BGP

Anomalies: Cabling

Expand Nodes? ([ Show Links?
Anomalies: Config

Anomalies: Hostname

L LR

rtr_leaf1_leaf2
\ - ) Anomalies: LAG
evpn esi_001 > . Tevpo,_single_001
Anomalies: MLAG
rack1-serverl switch3-serverl
switch1-10G-server p Anomalies: Probes
s p Anomalies: Route
switch2-serverl

Deploy Mode

m Deployment Status: Discovery
—

Figure 17: Apstra day2 Generic Systems 17

From the Topology view, click the server to review the available views. There is a lot of information regarding
this endpoint that may aid in troubleshooting. The Neighbors tab illustrates the link details for each end.
This is an example of our network documentation being kept automatically.
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Topology Nodes Links Interfaces Racks Pods

Q Nodes Q Links

Selected Rack Selected Node
evpn_esi_001 x switch1-10G-server (Generic5 %
ystem)
Neighbors Links Interfaces Virtual Networks Endpoints

switch1-10G-server Cm— ------

leaf1<->switch1-10G-server{link-000000001)[1]

leafl - m switch1-10G-server

Tags: ® recktswitchi 10G server-ink
Speed: 10G

Endpoint 1

- Name: leaf1

- Interface: ge-0/0/5

- Tags: n/a

Endpoint 2

- Name: switch1-10G-server
- Interface: eth1

- Tags: n/a

Has Uncommitted Changes

Topology Label

Name

Neighbors ~

leaf1

Figure 18: Apstra day2 Generic Systems 18

Selecting the Virtual Network Endpoints tab reveals the virtual network assignments for this link. This is
very useful when examining whether a needed VLAN is present for a particular device.

Topology Nodes Links Interfaces Racks Pods

Q Nodes Q Links

Selected Rack Selected Node

evpn_esi_001 x switch1-10G-server (Generic S %

ystem)

Neighbors Links Interfaces Virtual Networks Endpoints

&
Q
Virtual Network < Tag Type &
blue_300_evpn_esi_001_le_v4 VLAN Tagged

Leaf(s) Port Channel ID

leafl N/A

Has Uncommitted Changes

Topology Label

Name

1-1of1

Interface Name(s)

ge-0/0/5

Figure 19: Apstra day2 Generic Systems 19

1.4 Summary

The proceduresiillustrated in this post are among the most common Day 2 tasks. However, adding a server
with a single link and only one virtual network assignment is simpler than most deployment scenarios.
Devices that enable the numerous services found in data centers are typically attached with multiple links

and complex protocol settings. Apstra manages this complexity by providing port and device level modeling.
This makes managing Day 2 tasks astoundingly efficient and reliable.

1.5 Glossary

CT: Connectivity Template
« IM: Interface Map

+ LD: Logical Device

« RT: Rack Type

+ VN: virtual network
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