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1 OpenJTS - Network Observability with Streaming Telemetry

David Roy - 03/26/2024

1.1 Introduction

In this article, we’ll present a new open-source tool called OpenJTS (Juniper Telemetry Stack). Designed
for effortless adoption, this all-in-one tool demystifies gRPC/gNMI Telemetry on Juniper routing products.
We currently support PTX10K, MX (vMX, Neo, and 10K platforms) and ACX7K platforms. Junos/EVO 20.1 and
onwards are supported. OpenJTS makes customers/users lives easier when they wish to start playing with
gRPC Streaming Telemetry. In a few clicks, you can collect and visualize the most common data provided by
Juniper’s Telemetry solution.

OPEN JTS

Juniper Telemetry Stack

Figure 1: OpenJTS logo

This project is built around 3 main repositories:

+ OpenJTS [1]: provides the infrastructue for deploying the stack and includes all the profiles

+ JTSO [2]: the source code of the jtso component

« JTS Telegraf [3]: a fork of the telegraf project which includes several plugins and enhancements for
OpenJTS.

OpenJTS relies on open-source software solutions.
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Figure 2: OpenJTS software stack
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| use Telegraf for collecting gNMI Telemetry state data and pre-processing the data, InfluxDB as a Time Series
Database to store data, Kapacitor to aggregate and perform Alarming and finally Grafana to display contents.
Two additional pieces of software (in green in Figure 2) have been specifically developed for the OpenJTS
project:

« The first one concerns Telegraf: a fork of this tool leverages several new plugins. Those plugins are
developed to ease pre-aggregation, data enrichment, or alarming. But also, they enhance the data
collection with a slightly modified gNMI plugin and the development of a new Juniper Netconf Input
Plugin (that might be helpful in the future in cases where data are not yet available through gRPC)

« The second module, JTSO (JTS Orchestrator), is developped in Golang and is the only entry point to
manage the OpenJTS stack. In other words, the configuration of all components is done via a simple
web GUI. JTSO also includes its dedicated netconf collector for pulling additional metadata periodically,
such as interfaces description or hardware inventory. This information will be used for enrichment
purposes. In Figure 3, you can see those metadata are re-injected directly into Telegraf via a new
dedicated plugin and used to enrich on-the-fly telemetry data.
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Figure 3: JTSO’s main roles

The complete software architecture is depicted in the Figure 4. We leverage docker compose to deploy the

stack in one single command.
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Figure 4: Containers of OpenJTS

1.2 OpenJTS Installation and Configuration

To install OpenJTS you need:

« Arecent Ubuntu or Debian VM
Enough vCPU/Mem - 4vCPU and 8GB of RAM is a good starting point.
+ Enough Disk Space - Note: There is no retention policy - 100GB is a good starting point.

+ Docker and Docker Compose are installed on your VM. For details, let’s check the following section on
the Github repository: https://github.com/door7302/openjts/blob/main/INSTALL.md
The VM must have Internet access to fetch the different containers hosted on Github and Docker Hub

Once all these prerequisites are validated, you can clone the OpenJTS repo in a local folder and run the
docker compose command to start the stack:

Ubuntu# cd /opt/openjts

Ubuntu# git pull https://github.com/door7302/openjts.git . << don't forget the "."
Ubuntu# cd compose

Ubuntu# docker compose up -d

At this stage, docker will fetch all the containers. The JTSO and Telegraf containers require to be compiled
the first time. So don’t be surprised the “docker compose up” takes around 5 minutes during the first run.
Next time, the stack will be loaded in a few seconds only.

By default, OpenJTS is configured like that:

« HTTP on port 80 for the JTSO portal

« HTTP on port 8080 for the Grafana portal
+ Netconf port used: TCP 830

« GNMI port used: TCP 9339

All those ports are configurable. If needed, you may also switch to HTTPS for both the JTSO and Grafana
portals. To change the OpenJTS default configuration, please refer to this section: https://github.com/door7
302/openjts/blob/main/CONFIG.md
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1.3 How to Use OpenJTS

OpenJTS was developed to be as simple as possible. Once the stack is up and running, just start a Web
browser and open the main JTSO portal page: http(s):///index.html

If all works as expected, you should be able to see this main page:

® @ & js-portal x |+ v
€ 9 8 @ G oo O = 0%
JUNIPET  Juniper Telemetry Stack Home Credentials Routers Profiles Doc Browser Grafana

Stack Overview

Vous cpan Junipas Talamatry, Stack
- Enricher/Manager
J
@ >> @ TELEGRAF VX >> »
0 Router(s) collected & * EARACHOR
@ >> @ TELEGRAF MX >>
1 Routeris) collected *_ INFLUX DB
B P #rown »
0 Routerfs) collected
>> @ R
D » e | > _ J
0 Router(s) collected - el
DOWN up

Figure 5: JTSO main page

Here, you see the status of each container. Don’t be afraid to see “red containers”. Indeed, the JTSO module
will automatically shut down unused containers to save VM’s resources. As of now, there is no retention policy
configured on the Influx DataBase. This tool primilary targets lab devices. If you need to clean the whole DB
to restart with a fresh state, you may click on the “empty DB” button. Note, that next to each “green Telegraf
instance”, you can also see the number of collected routers.

Before playing with OpenJTS; you need to set up a few things.

First, let’s move to the Credential menu and fill in your Netconf and gNMI username/password. Those could
be the same if needed. If you want to use TLS with gNMI, you need to first generate certificates for the routers
and even for OpenJTS if you want to use mutual Authentication. By default, OpenJTS uses gNMl in clear
text. For detailed information about how to use TLS and generate Certificates, please refer to this section:
https://github.com/door7302/openjts/blob/main/CONFIG.md
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JUﬂ[F{E( Juniper Telemetry Stack Home Credentials Routers Profiles Doc Browser Grafana

Credentials Management
Netconf Username:
lab

Netconf Password:

Gnmi Username:
lab
Gnmi Password:

Certificats Management for gNMI (Telegraf client side config)
Enable TLS to authenticate the remote device?
B Use TLS but skip chain & host verification (skip=verify)?
Enable client-side TLS certificate & key to authenticate to the collector (requiere Telegraf cert - see README)?

Update

Figure 6: JTSO credentials page

Please keep in mind, with this first OpenJTS version, all parameters all shared by all your routers. In other
words, the same credentials must be configured on all routers and if TLS is preferred, TLS must be enabled

on all routers as well.
The next step is to fill in the form to provision your routers. Go on to the next menu: “Routers”.

Afterward, you have just to submit, one by one, your routers’ information. Choose a short name and provide
the full hostname or IP address of each devices. Then, automatically, JTSO will establish a Netconf session

and gather some facts, such as the router family, model, and version.
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JUNIPEr  Juniper Telemetry Stack

Router Management
Short Name:

mynewrouter
Hostname or |P:

mynewrouter.juniper.net

Current routers

Name Hostname Family Model Version Delete
rtme-mx-22 rtme-mx-22.englab juniper.net mx mx240 23.41-20231129_juncs_234_r1.0.0830 a
rtme-mx-62 rtme-mx-62.englab.juniper.net mx mx960 21.2R38 u
rtme-ptx10k16-01 rtme-ptx10k16-01.englab.juniper.net ptx ptx10016 22.4R2.11-EVO u
rtme-mx10k4-01 rtme-mx10k4-01.englab.juniper.net mx mx10004 23.4R1.8 u
rtme-ptx10 rtme-ptx10.englab.juniper.net ptx ptx10001-36mr 23.3R1.8-EVO u
rtme-mx204-11 rtme-mx204-11.englab.juniper.net mx mx204 23.4R1.8 u
rime-mx-25 rtme-mx-25.englab.juniper.net mx mx480 23.4R1.8 n
rtme-ptx10001-36mr-13 rtme-ptx10001-36mr-13.englab.juniper.net ptx ptx10001-36mr 23.4R1.10-EVO 57

Figure 7: JTSO routers page

Don’t forget to configure the Netconf and gNMI credentials, and enable Netconf and gNMI servers on each
router you want to use with OpenJTS. Depending on whether you want to use or not gNMI with TLS, the gNMI
configuration will be slightly different.

edit exclusive

# Netconf User

set system login
set system login

user
user

netconf_user class super-user
netconf_user authentication encrypted-password "xxx"

# gNMI User
set system login
set system login

user
user

gnmi_user class super-user
gnmi_user authentication encrypted-password "xxx"

# Clear Text gRPC server

set system services
set system services
set system services

# Or TLS encryption
set system services
set system services

extension-service
extension-service
extension-service

gRPC server
extension-service
extension-service

# Optional mutual authentication

set system services

extension-service

certificate-authority cal

set

request-response
request-response
request-response

request-response
request-response

request-response

system services extension-service request-response

certificate-request require-certificate-and-verify

# Netconf server
set system services

netconf ssh

set system services netconf rfc-compliant #optional

commit and-quit

grpc
grpc
grpc

grpc

grpc

grpc

grpc

clear-text port 9339
max-connections 16
skip-authentication

ssl port 9339
ssl local-certificate lcert
ssl mutual-authentication

ssl mutual-authentication client-

Finally, the last step is to assign your router to one or more profiles. A profile is just a set of config files following
certain rules and naming conventions. A profile supports per-platform and per-version configuration. For
instance, if two different Junos releases have some sensor paths or even some counters changed (renamed,
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added, removed or moved), | can provide a different config of the collector instance for each releases. This
will be transparent from the user’s perspective.

Now, let’s select a router in the list, assign it to one or several profiles, press “create association” button, and
“voila”. The stack is then fully re-configured by JTSO.

(] (] @ jts-portal x o+ ~
€ 2 € A G xoooooxx £ =0 %
JUNIPET  Juniper Telemetry Stack Home Credentials Routers Profiles Doc Browser Grafana

Profile associations Management

Select a Router:  rtme-mx-22

Select profile(s):  Nothing select

Current profile associations
Router Profile(s) Delete

rtme-mx204-11 health ; filter ; bgp ; traffic ; power ; optic

rtme-ptx10 power

Figure 8: JTSO profiles page

It’s time to switch to the Grafana home page to enjoy playing with the pre-included dashboards.

Sometimes you may see “No Data” on some dashboard’s panels or graphs. This means either the router
sends no-data at this moment or the sensor path is not supported for your given Hardware/Software. You can
use the embedded Telemetry Analyzer to troubleshoot it yourself (see below), but if you suspect a problem,
please open a GitHub issue.
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OPEN JTS

OPEN JTS Dashboard

Home

OPTICAL MONITORING PROFILE - JTSO

POWER MONITORING PROFILE - JTSO

ROUTER HEALTH MONITORING PROFILE - JTSO

TRAFFIC & COS MONITORING PROFILE - JTSO

Figure 9: Grafana Home page

1.4 OpenJTS’s Tools

The JTSO portal offers 2 simple tools. The first one is reachable via the “doc” menu. Here you will find out
how profiles have been made.

On this page, you have access to some additional profile information. Each profile is delivered with a “Memory
Card” summarizing the sensors it used. A color indicates if it’s a Native or an Openconfig path. Moreover,
behind each sensor path, you can find the list of counters extracted to build the profile.

On the right side, you have a few more details such as short descriptions of the profile, the supported
platforms, and other information related to Grafana and Kapacitor containers.
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JUNIPEC  Juniper Telemetry Stack Home Credentials Routers Profiles Doc Browser Grafana

Profile documentation

Select profile: health profile =

Profile details

HEALTH PROFILE

Description
0 pE N JTS This profile provides template for collecting router health data

Telegraf Configuration(s)

HEALTH TELEMETRY

For VMX version all: vmx_health.conf

— For MX version all: mx_health.conf
/junos/systes/Linecard/packet /usage Jeomponents/component fcpu/ it i Lizat fon/state /camponents/component /propert ies/property/state/value :
- 4 = z For PTX version all: ptx_health.conf

For ACX version all: acx_health.conf

Gpe-utilization-tale
Gpe-util

et Grafana Dashboard(s)

- fabric
Ei-ingt-packet s-9s
T-outpuT-packets—pps

Dashboard: health.json

Dashboard: health_vmx_json
fra \
Kapacitor Script(s)
,

Mo Kapacitor script attached to this profile
daemcn =
hestasne
=

Figure 10: JTSO doc page

For a complete description of each included profile, please refer to this section: https://github.com/door730
2/openijts/blob/main/PROFILES.md

The second tool might be helpful if you want to troubleshoot some specific sensor paths on your devices.
This tool is called Telemetry Analyser. It leverages the gNMIc API [4] to collect, for a given path and a given
router, all supported nodes and leaves attached to a path. You just have to select a router in the list and fill in
a well-known path in the input box. It can be a Native or an OpenConfig path. The “Merge” option allows to
reduce the amount of data displayed. The aim is, as far as possible, to replace the numeric key with an “X”
and make an aggregation of common keys. For a full view, unselect this default option.
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JUNIPET  Juniper Telemetry Stack Home Credentials Routers Profiles Doc Browser Grafana

Telemetry sensor Analyzer

Select a Router: rtme-mx204-11 - Enter the Sensor's Xpath: [componentsfcompenent

Analyze path

Merge data for cleaner view (recommended)?

Results

Search in Tree Collapse All Expand All

Figure 11: JTSO browser page

Automatically, JTSO will establish a gNMI session (clear-text or TLS depending on your config), subscribe to
the requested path, and finally extract all supported XPATHs behind the given path. The collection should
take around a minute; you can follow in real time the extracted XPATHSs, as shown below:

Page 13



OpenJTS - Network Observability with Streaming Telemetry David Roy
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Sensor collection, please wait... This may take 2 minutes

XPATH Extracted: components/component[name=PEMx]/state/removable

XPATH Extracted: components/component[name=PEMx]/state/location

XPATH Extracted: components/component[name=PEMx]/state/serial-no

XPATH Extracted: components/component[name=PEMx]/state/hardware-version

XPATH Extracted: components/component[name=PEMx]/state/oper-status

¥PATH Extracted: components/component[name=PEMx]/state/name

XPATH Extracted: components/component [name=PEMx]/state/type

XPATH Extracted: components/component[name=PEMx]/state/id

XPATH Extracted: components/component[name=PEMx]/state/empty

XPATH Extracted: components/component[name=PEMx]/state/part-no

XPATH Extracted: components/component[name=PEMx]/state/description

XPATH Extracted: components/component[name=PEMx]/properties/property[name=state]/state/value

XPATH Extracted: components/component[name=PEMx]/properties/property[name=state]/state/configurable
XPATH Extracted: components/component[name=Fan Tray x]/state/removable

XPATH Extracted: components/compenent[name=Fan Tray x]/state/cper-status

XPATH Extracted: components/compenent[name=Fan Tray x]/state/empty

XPATH Extracted: components/component[name=Fan Tray x]/state/name

XPATH Extracted: components/component[name=Fan Tray x|/state/type

XPATH Extracted: components/component[name=Fan Tray x]/state/locatien

XPATH Extracted: components/component[name=Fan Tray x]/state/description

XPATH Extracted: components/component[name=Fan Tray x]/state/mfg-date

XPATH Extracted: components/component[name=Fan Tray x]/properties/property[name=state]/state/value
XPATH Extracted: components/component[name=Fan Tray x|/properties/propertylname=state]/state/configurable
XPATH Extracted: components/component[name=Fan Tray x]/state/empty

Figure 12: JTSO Telemetry Analyzer Xpath collection

Once the collection is done, all the data are merged in a tree view to ease the navigation through the content
which might be huge in some cases.

€ 2 C M G moomx O 0w 0 ®

JUNIPET  Juniper Telemetry Stack Home Credentials Routers Profiles Doc Browser Grafana H

Telemetry sensor Analyzer

Select a Router: rtme-mx204-11 - Enter the Sensor's Xpath: [components/compaonent

Analyze path

Merge data for cleaner view (recommended)?

Results

@& [components/component[name="*]/cpujutilization/state/avg
& CPUx:COREx =1
& /components/component[name=*]/cpujutilization/statefinstant
@ CPUx:COREx=1
@, /components/compenent[name=")/cpufutilization/statefinterval
@ CPUx:COREx = 1800710197838951
@ Jcomponents/component[name=")/cpuutilization/statefmax
@ CPUx:COREx =1
@, Jcomponents/component[name=*]fcpujutilization/state/max-time
& CPUx:COREx = 1709547898144220315
@, Jcomponentsfcomponent[name=*]fcpujutilization/state/min
@ CPUx:COREx=1
@, [components/component[name="*)/cpujutilizationfstate/min-time
[ CPUx:COREx = 1709547898144220315
@, [components/component[name="]/integrated-circuit/pipeline-counters/drop/hast-interface-block/statefhost-agaregate
[ FPCx:NPUx = 9943466
@, [componentsfcomponent[name="]/integrated-circ
& FPCx:NPUx = 0

@ Jeomponentsfcomponent(name=*|fintegrated-circuit/pipeline-counters/drop/lookup-block/state/fincorrect-software-state

ounters/dropflookup-block/stateffragment-total-drops

Figure 13: JTSO Telemetry Analyzer Tree View
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As you can see above, some XPATHs have nodes with attributes. In this example, one node named “compo-
nent” of this XPATH has a Key attribute which is “name”. If you expand the tree, you should see the list of
possible component names (or a merged view in case you selected the “merge” option). There are also a few
options to navigate in the tree: you can use the two “grey” buttons to collapse or expand all the trees. I've
also provided a simple search input box. Indeed, you can highlight all the XPATHs or even Counters matching
the searched string.

For a complete explanation of how to use OpenJTS, have a look at this section: https://github.com/door730
2/openjts/blob/main/USAGE.md

1.5 Conclusion

This is the first version of OpenJTS, so feel free to open an issue if you experience trouble with a given
hardware or sorfare version and a profile. The profiles have been tested with several recent Junos and Evo
releases. Some older versions may use different “counters” naming, especially when OpenConfig models are
used. | can easily patch a profile, in minutes, without touching the code. Likewise, don’t hesitate to open an
issue if you want me to develop a new profile for a new use case or enhance an existing profile.

Stay tuned to new upcoming profiles and improvements by following me on X @door7302 or LinkedIn under
the name David Roy - Juniper Network.

Each time you will have to update the OpenJTS tool, please refer to this section before: https://github.com/d
oor7302/openjts/blob/main/UPDATE.md

Enjoy the tool.

1.6 Useful links

[1] https://github.com/door7302/openijts

[2] https://github.com/door7302/jtso

[3] https://github.com/door7302/jts_telegraf
[4] https://github.com/openconfig/gnmic

1.7 Glossary

gRPC: Remote Procedure Calls

+ gNMI: gRPC Network Management Interface
« JTS: Juniper Telemetry Stack

+ JTSO: JTS Orchestrator

« TLS: Transport Layer Security
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